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Protecting Personal Information —
For Businesses

Thousands of corporate executives have reaédleral Trade Commi
sion’s new publicatiorProtecting Personal Information: A Guide for Busi-
ness, available at ftc.gov/infosecurity. They've pickag practical tips o
how their company can secure and protect the pafsoformation it
keeps. But some business owners may still be warglarthy data securit
should be at the top of their agenda. Two reasbow svhy your compan
should strive to safeguard personal information.

First, good security is just plain good businéssare of the risk of ide
tity theft, today’'s customers are concerned abueit pprivacy. As any bus
ness that has experienced a breach has learnégimeus prefer compani
that demonstrate a commitment to security. Forstrae reasons, custo
ers will think twice before doing business with@pany that has expe
enced a privacy glitch. Given this choice, manyifesses find it more co
-effective to secure the information they have eatthan try to repair th|
damage and rebuild consumer confidence after alosdar breach.

The second reason to take proactive steps wresetata is that feder
and state laws may require companies to implengastonable informatio]
security practices. Depending on your businesstlaadype of informatio
you keep, these laws may apply to you, including:

Fair Credit Reporting Act — Also known as the FCRA, this law is

signed primarily to protect the privacy of whatills “consumer repor
information — the details in a consumer’s credga® — and to guarant
that the information supplied by consumer reportiggncies is as accur
as possible. A consumer report contains informatout individuals
personal and credit characteristics, characterganéral reputation. To

covered by the FCRA, a report must be prepared ‘fcp@sumer reportin
agency,” a business that assembles reports for athrapanies. In yo

files right now you may have consumer reports omryemployees i
you've done background checks, perhaps as paririoigh Or you ma
have consumer reports if you've needed to look qustomers’ credit hi
tories. You have a legal obligation to keep thfsimation secure when it
in your possession. But what about when you nodoigve a legitimat
business need to keep it? Scaling back on whaysun files is a great id

as long as you show care in how you get rid of isgasinformation like
consumer reports. Under the FCRA, the FTC has dssurule requirin
companies to exercise care when pitching out comsueports or inform

tion derived from them. Called the Disposal Ruterequires business
who have information covered by the FCRA to takasomable measur
when they dispose of it. Businesses that colleasemer credit inform

tion, credit reports, or employee background hiegshould be famili

with this rule and make sure they're in complian@y. the way, the FCR
was amended in 2005 by another law called the &adr Accurate Cred
Transactions Act, or FACTA. You may hear about FCRAFACTA, but|
they both refer to the same law.)

Gramm-Leach-Bliley Act — Also known as GLB, this law applies
“financial institutions.” Companies need to knovatlas the law defines
the term “financial institutions” is broad and indes more than just ban
It applies to businesses engaged in a wide randi@anicial activities, in
cluding, for example, car dealers, tax preparard, @en (in some cas
courier services. Businesses that are financiaitutions and that are n
regulated by other agencies may fall within the BT8afeguards Rul
Among other things, this rule requires hasbes to have reasona

What People Are Saying About Orca...

“Rebekah,

Many, many heartfelt thanks for your generous sup-
port and participation in WA State CARH (affordable
housing). You and Orca Information have stepped up
to the line and DELIVERD a great service and
you’'ve donated your sharp minds (and awesome
whales) to the cause. You guys “ROCK” - and you’'re
loved and appreciated!”

- Joe Diehl / Executive Director

o

What is AnnualCreditReport.com?

AnnualCreditReport.com is theNLY authorized source to get your free
nual credit report under federal law. The Fair @rBg&porting Act guarante
you access to a free credit report from each ottihee nationwide reporti
agencies — Experian, Equifax, and TransUnion —\etwelve months. Th
Federal Trade Commission has received complaimm fconsumers wh
thought they were ordering their free annual creefort, but instead pa
hidden fees or agreed to unwanted servicBan't be fooled by TV ads,
email offers, or online search results. Go todhthorized source when y
request your free report.

How do | request my free credit report?

You can request your free report online, by phoneyomail. Visit Annual
CreditReport.com, call 1-877-322-8228, or fill dhe Annual Credit Repo
Request form and mail it to Annual Credit Reportj®est Service, P.O. B
105281, Atlanta, GA 30348-5281. No matter how yeguest your repor|
you have the option to request all three reportsae or to order one report
atime. By requesting the reports separately,caumonitor your credit mo
frequently throughout the year.

Why should | request my credit report?

Because the information in your credit report isdito evaluate your applic
tions for credit, insurance, employment, and renénhome, you should
sure the information is accurate and up-to-dateaddition, monitoring yo
credit is one of the best ways to spot identityitth€heck your credit report
least once a year to correct errors and detecttodzed activity.

What should I look for when | review my credit repat?

If you see accounts you don’t recognize or infoforathat is inaccurate, co
tact the credit reporting agency and the infornmapoovider. For more info
mation, read the FTC'’s tips on how to dispute dredors (www.ftc.com).
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policies and procedures to ensure the securitycanfidentiality of]
customer information.

Federal Trade Commission Act— The FTC Act prohibits dece
tive or unfair trade practices. Under the FTC Amisinesses mu
handle consumer information in a way that is cdasiswith thei
promises to their customers (for example, what thay in thei
online privacy policy), and avoid data securitygiiges that creal
an unreasonable risk of harm to consumer data.

Other federal laws— Other federal laws may affect a compa
data security requirements, including the Heal8utance Portabi
ity and Accountability Act (HIPAA), which applies thealth dat
the Family Educational Rights and Privacy Act (FEBRPwhich
applies to student records; and the Driver's Pgivamtection Ac
(DPPA), which applies to information maintained $tate depar
ments of motor vehicles.

State laws— As concerns over identity theft and data segiréve,
increased, many states have passed laws or remdatd protec
their citizens. In addition to complying with fedérlaws, busi
nesses should look to state laws to make sure aheyn compli
ance.

If this seems complicated, don’'t worry. Despitese differen
rules, the FTC has tried to develop a single bsisindard for dat
security that strikes the balance between providiogcrete guid
ance, and allowing flexibility for different busisges’ needs. T
standard is straightforwar@ompanies must maintainreasonabl
procedures to protect sensitive informationWhether your sec
rity practices are reasonable will depend on thiereaand size
your business, the types of information you hake,gecurity tool
available to you based on your resources, and ks you ar
likely to face.

If you have questions about how these laws tffear busines
consider consulting with your attorney. Visit ftowgto learn mor
about the laws enforced by the FTC. Finally, bessiar get you
copy of Protecting Personal Information: A Guide for Business at
ftc.gov/infosecurity

*Article by, Burke Kappler, whom is an attorney in the FTC s Bureau of
Consumer Protection who specializes in data security investigations and
enforcement.

wants to
wish all
of you a Safe and Fun
H&P PY Halloween!!!

A Safe Workplace

Whether you are at home or at work, crime prevenitevery
body’s business. When you go to work, don’t leawairycrime
prevention sense at home. Almost any crime that lagpen
home or in your neighborhood can happen in the plade.

Preventing Office Crime

» Keep your purse, wallet, keys, or other valuabdeng with yo
at all times or locked in a drawer or closet.

» Check the identity of any strangers who are in yoffice-as
whom they are visiting and if you help them fingtttperson
Don't forget to request identification from servieg utility
workers as well. If this makes you uncomfortabigpim secu
rity or management about your suspicions.

« Do not allow visitors to be alone in your officeasg. Be sure
provide an escort at all times.

» Be discreet. Don't advertise your social life orcaton plan
and those of your co-workers to people visitingcalling your,
place of work.

Check the Locks and Doors

Good locks are the first line of defense. Volunteelead a team

employees to work with management to ensure theipalysecu

rity of your workplace.

» Check for high security locks, such as Medeco ectebnic ac
cess control unites on all doors-closets that haweate infor-
mation or hazardous materials, outside doors, bastmare
few to consider.

» Verify that the electronic access control unit sethas secu
key bypass utilizing patented control of duplicatmf keys. An
access control unit is only as good as its mechameerrid
devices.

» Make sure all doors are solid. Look for sheet steeboth side
of back and basement doors.

» Make sure doorframes and hinges are strong enchaghthie
cannot be pried open.

» Lock steel bars or door barriers with high secupiglocks th
have a hardened steel body and shackle to redlst Hammers
blowtorches, and bolt cutters.

- Be certain all windows are secure.

- If doors only have a locking knob or lever, instail have in
stalled, a deadbolt for additional security.

+ Have management change locks before you move inte
office unless they can account for all keys andsigi®assuranc
that keys have not been made without their knowdedg

« Don't assume someone else has report a door, windowck
that is broken or not working properly. Report thgsoblem
immediately.

Check the Lights

Your workplace should be protected with propertiiggp

« Install motion sensitive as well as constant oetsights.

« llluminate dark places around the building by trimgishrubs
adding lighting, etc.

» Leave some interior lights on even when the busiiseslosed.

To be continued....
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