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WORKPLACE VIOLENCE: Orca Information, Inc. Privacy Statement
MYTHS AND MITIGATIONS This privacy statement explains our privacy pecas for our cus
By Fred Burton and Scott Stewart tomers who use our services for the purpose ofiterad/or employ

As the global financial crisis grinds on, itdsing more than generat{ ment screening as well as evicting tenants.
ing foreclosures, bankruptcies and losses in thenfiial markets: It als@ | Orca’s Commitment to Privacy
means people are losing their jobs as many compauieback on sta Orca respects your right and your applicantitrio privacy. You
in an attempt to stay solvent. Last week, bankirantgCitibank ang! | apility to make informed choices about the useshef confidentia
nounced plans to lay off some 53,000 employees, Gitilank is no§i | information you send to Orca is important to usisTjprivacy state

alone, as many other companies are being forceddpt similar meagt | ment explains our policy regarding the collectioise, --disclosur
ures. These layoffs are not confined to the bankegor; the automg: [ and protection or personal information.

tive, computer and transportation sectors havetzsn hit hard. What is Personal Information?

We are hearing a lot of concern over the fhet the layoffs coul Personal information — identifies an individealis directly associ
SpaWn |nC|dentS Of Workplace Vlolence. Of Courherd.’ IS aIWayS arl ated with a Speciﬁc person or entny such as ae’)mdreSS, tel
Of SUCh inCidentS. |ndeed, aCCOI’ding to the U.SeBu Of Labor Sta“ phone number’ ema” addreSS, Credit Card numbeﬁnformation

tics, out of the 5,488 workplace fatalities in taited States in 2001 f ahout activities which can be directly linked tattperson. Persongl
there were 610 homicides, of which 491 were shgstiBut such co information also includes information such as yawnership o
cerns are frequently amplified and brought to threffont during time property or a company that may be involved at stewel with Orc
when there are mass layoffs. (When discussing Wackpviolence, it i$ | and the services we provide. Reference in thicpaiiate to “you” o
also important to understand that it is not juht.ﬁ. phenomenon. Casgq “your” also includes your spouse and others inatLitkeyour busines
have also occurred in Canada, the United Kingdoernfany, Francey | association with Orca Information including apptitsifor screenin

o

Switzerland, Japan, China, India and elsewhere.) , purposes and/or tenants involved in an evictiorgss.
Additionally, workplace violence concerns haeen elevated in rg-| collection of Personal Information
cent dayS by the Nov. 14 trlple homicide at SIPaI’tSIlICOI’] Valle We Co||ect persona| information you providemh as When you

semiconductor company. In the SiPort incident, Ji¥ig, an engine
who had been fired for performance issues, retutnglde company lat . . N
that day and killed the company’s CEO, vice presidé operations an *Send In a rental, employment or extension of crafijtlication fo
human resources manager. There are reports thahadfuasked for prqcessmg, ) ) ]

meeting with the victims to discuss his terminatiand had killed therfi | * Give us credit card information for payment of agut

* Sign up for or bring to date your account inforroati

in the meeting. *Contact us for any reason through fax, phone @ret
Workplace Violence Myths Sharing Personal Information
In this environment, we believe it is prudemteixplore some of t We do not sell, rent, share or disclose persimfiatmation to thir

widespread myths surrounding workplace violence tandiscuss somg [ parties without your prior consent unless requifed the sake o
measures that can be taken to help mitigate patemtirkplace violencg | processing screening reports or evictions or makiagment on a

incidents. account. Then it is only on a, “need to know” bdsisthe sake of
‘He Just Snapped’ legitimate business purpose.

Perhaps the first workplace violence myth the¢ds to be addressgd Other Uses and Disclosures
is the idea that a man “just snaps” and goes dratimg rampage in h In addition, we may use or disclose personabrinftion in th

workplace. We intentionally say man rather thansperhere, becauge| good faith belief that we are lawfully authorizeddo so, or that d
while incidents do occur in which a female shodageinvolved, they arg¢ [ing so is reasonably necessary to protect youptopty with legal
rare. Statistically, it is far more common for wpl&ce homicides to process or authorities, to respond to any claimstooprotect th
committed by men. rights, property or personal safety Orca Informatiour clients, ou
It is also important to note that workplace hcides seldom occyt | employees or the public. Information Write to us @rca Informa
randomly. They are usually planned in advance, ianahost cases the| tion, Inc., PO Box 277, Anacortes, WA 98221 Attran@bliance De
perpetrator intentionally targets a specific indual, usually a supe partment about our clients, including personal rimfation, may b
sor, human resources manager or co-worker, whorhelieves is ref | disclosed or transferred as part of, or durimggotiations or, an
sponsible for his plight. In the SiPort case, Wiemtionally targeted hig | merger or sale of company assets or acquisition.
supervisors and the human resources manager.fatte that he r Protection or Personal, Credit Card and/or Credit Fle Informa-
turned to the company’s office with a gun afteing fired shows that | tion
the attack was premeditated. We have adopted security measures in an efigordtect person
In most cases of workplace violence, the vibtartburst is driven by | information from loss, misuse or alteration whilési under our co
factors that build up over a long period of timather than by suddefs,| trol. We use technical, contractual, administratwel physical mea:
traumatic events. Failed romantic relationshipsnarriages, stress frofn| ures in an effort to protect against unauthorizezkss.

financial problems, lack of job advancement andccg@ieed (or actual Further, when you or a screening applicant erersonal inform
injustice at the hands of a co-worker or superierall factors that havg | tion online, that information is encrypted usingsecurity protoco
led to violent incidents in the workplace. called SSL (Secure Sockets Layer), which encrylptafarmation
*Continued on back page, left column of this newsdletter. *Continued on back page, right column of this newsletter.
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Current vs. Former Employees

Another significant myth that needs to be adsled is the idea th
workplace violence is primarily a concern duringiés when employe
are being laid off. This is simply not the casefdnt, studies by the B
reau of Labor Statistics and others show that afgut 22 percent
workplace homicides involve former employees, comgato approxi
mately 43 percent involving current employees. (Témaining incident
were committed by non-employees, with 21 percembliring domesti
disputes and 14 percent involving customers ontdi¢ This means th
while there are many examples of workplace violemomlving fired
employees, like the Wu case, companies are almast s likely to b
targeted by a current employee as by an employeewas terminated. |
other words, it is not only a concern for companieg are in the midst
layoffs. Workplace violence needs to be a constantern for all comp
nies.

A Proactive Stance:
Protective Intelligence and Counter Surveillance

One very effective way to achieve a proacthamee is to use a com
nation of counter surveillance and protective ligehce as a critical el
ment of a facility’s (or executive protection) satuplan.

Protective intelligence teams can coordinatéh wnanagers, hum
resources professionals, mental health professicarad law enforceme
to identify, investigate and flag potential perpétrs of workplace vi
lence before they get to the point of launchingastack. Additionally
counter surveillance teams, which are proactivehigyr very nature, c
help by noticing out-of-place behavior occurringpiarking lots and ou
side of entrances — places a uniformed guard gittiside the facility ha
very limited ability to monitor. By focusing on balior and demean
counter surveillance teams can frequently pickamgry or mentally di
turbed individuals before they can get to the bogd When combine
with an educated and alert workforce, these preactieasures can h
provide protection that no technological system mmatch.

Warning Signs

The key element of a proactive security regisnthe ability and will
ingness to identify the warning signs and take ttsamously. As wit
school shootings, one of the biggest contributiagtdrs to workplac
violence is the failure to pick up on and thoroyghhvestigate such war
ings. In many past workplace violence cases, thpgbetors clearly pr
sented warning signs, and in several cases, igatsns of the inciden
later found that those warning signs were downplayeignored.

Although we have not yet seen all the detdilthe SiPort shooting,
would not be surprising if it is determined that \@ave indications of h
intent to friends, family members and co-weskinat went unheeded

Warning signs that an employee is at risk fanmitting acts of work
place violence include sudden changes in behademreased producti
ity, uncharacteristic problems with tardiness attéralance, withdraw.
from one’s circle of friends, or the sudden disptdynegative traits su
as irritation, snapping at or abusing co-workerew@n a sudden disreg
for personal hygiene. The theft or sabotage of eygyl or co-worke
property is another sign.

Perhaps the most indicative signs that sertougble is looming ar
talk about suicide and/or the expression of actmaleiled threats. If ¢
workers or supervisors feel afraid of a personnewben the reason f
that fear cannot be clearly articulated, that 8 a significant warnin
sign (and has been noted in several past incideftsjther indication i
when an employee suddenly begins carrying a gumoii or flashing i
to co-workers.

Because, as noted above, corporate securityrtdegas are not omn
present, they require other people within the cargga be their eyes al
ears and alert them to individuals who have themt@l to commit acts
workplace violence. Co-workers and first-line magragknow when Joh
in the cubicle next to them has suddenly becomiyreseepy and talk
about killing the boss, or when Jane down the isdileing stalked by h
psychotic ex-boyfriend.

*Continued fromthe front page right side article...
prior to transmitting it over the Internet. We algse SSL to allo
you to securely view reports online.

Screening reports online are accessible onlysigg a passwor
To protect the confidentiality of personal informoat in your onlin
account, you must keep your password confidentiali are respo
sible for all uses ofvww.orcainformation.conty anyone using yo
password. If others have access to your computemail, they ma
be able to find your information in your user plefiYou should noj
use an email account operated by an employer becaasy employ,
ers have the legal right to view your email or naelaccounts. Plea
advise us immediately atca@orcainfo-com.coiifi you believe you
password has been misused.

Questions or Concerns
If you have any questions or concerns aboutghisacy stateme
or would like to contact us for any reason, you darthe following:
e Call a Compliance Officer at 800-341-0022
e Email a Compliance Officer abmpliance@orcainfo-com.co
e Write to us at: Orca Information, Inc., PO Box 2Anacortes,
WA 98221, Attn: Compliance Department

Changes to this Statement

We reserve the right to change this privacyestant at any tim
but will alert you that changes have been madenhdicating at th
top of the privacy statement the date it was Ipstated. We encou
age you to review our privacy statement to make gou understan
how information you provide will be used.

*Continued fromleft column article...

Companies that are serious about preventing plack violenc
should establish clear workplace violence polieiegand ensure th
are widely communicated and strictly followed. Aaiyd all threats
violence expressed by employees must be takenusérieven thos
that appear innocuous at first. Employees, managdshuman r
sources personnel must be educated about workplatence an
encouraged to report all threats or other overhssignmediately|
Most important, supervisors and human resourcesageas must b
cognizant of the other, more subtle warning signard be encou
aged to take them seriously. Clearly, in this situm a false alarm i
better than no alarm at all.

WHAT PEOPLE ARE SAYING ABOUT ORCA..

Thank You for Giving Your Time

Dear Rebekah,

I would like to take this opportunity to thank you for your partici-
pation in the City of Des Moines 2008 Crime Free Rental Housing
Landlord Training Program. This year we hosted 3 classes and edu-
cated 50 property owners and managers.

| appreciate your time and efforts in assisting me in putting on a
very informative and entertaining training program. | look forward to
working with you again in 2009!

Thank You!
CSO Officer, Tonya Seaberry
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