AR R =
LU Cal
Information

www.orcainformation.com

Tenant Screening: Residential & Commercial
Traditional & Online

Renters Insurance

Evictions

Orca Information, Inc.
PO Box 277
Anacortes, WA 98221
Phone: 800-341-0022 / (360) 588-1633
Fax: 800-522-6722 / (360) 588-1189
www.orcainformation.com
orca@orcainfo-com.com



Getting Started With ORCA
Tenant Background Investigations for:
Property Management and Rental Companies

Receive reports Online or by Fax within four bussbours or less.
Steps to set-up your account with Orca

There is a one time only Set-Up Fee of $95
Complete and fax, or scan then email to our offidé the following:

Corporations — Inc.’s, S-Corps, LLC'’s

Membership Application

Service AgreementB6th Part A (has two appendixes) and Part B).
Letter of Intentgample letter enclosed)

Copy of Business License

Copy of Company Website Home Padavailable)

Copy of Yellow Page Adb(line version or telephone book)

ok wnNE

Sole Proprietor or Partnership — In addition to the above, the following is re-
quired:

1. Photocopy of Driver's License
2. Personal credit report on the owner or part(egglication for credit is enclosed)

Final Step — On-site Inspection
(see next page)

A site inspection must be performed at the prinigyece of business and any and all sites re-
ceiving credit reports or any part of the credpae or any information from the credit report or
any decision made to rent to an applicant basdatdainnformation.



Request Form For On Site Inspection
Please fill out this form and return to Orca Infatmon.

Q | would like to schedule an appointment ASAP toidany lapse in my ser-
vice. Please schedule the appointment at the folpVocation, where re-
ports are stored.**

Company Name:

Contact Person:

Physical Address:

Phone Number:

**A representative from Trend Source or Orca Infatron will give you a
call in the next several days to setup your ingpectt should take no more than
10-15 minutes. Inspection fees may vary.

Q | do not wish to schedule an onsite inspectionlaf@mlunderstand that with-
out an onsite inspection | cannot receive consuggorts from Orca Infor-
mation.

Return this completed request form by one the Wahg methods:
1.Email to compliance@orcainfo-com.com

2.Fax to 1-800-522-6722

Questions: Phone 800-341-0022 and ask for the Gamge Department.

Thank you



Membership Application
Property Management Companies and Rental Communite

PLEASE PROVIDE THE FOLLOWING:

How did you hear about Orca? (Who may we thank?)

Do you want reports Faxed to your site or Postetherinternet?

How long has your company been in business:Years Months

Web-Site Address is:

Site Name (If an Apartment): # of Units:

Physical Address:

City/State/Zip:

Mailing Address (if different):

City/State/Zip:

Contact Person at Site: Title:
Phone: Office: x: _Fa
Alternate Phone: te ESail:

Property Management Company

Address:

City/State/Zip:

Management Company Contact:

Phone: Fax:

Email:

Send Monthly Invoice To(Email or Regular Mail Address):

Email Address:

Mail To:

, or

Address:

City/State/Zip:




Service Agreement
Part A

Amended July 7, 2007

This agreement by and between Orca Information, P© Box 277, Anacortes, Washington 98221 (“Oread0l
the company named below (“End User”) and/or it'sigeated agent(s), desires to use our servicdseaegular
prices established and agrees that all reportsbeilsubmitted and received subject to the followdngditions:
End User is a Landlord, Investor, or Licensed Hesthte Sales Person and has a permissable purpasigtdin-
ing consumer reports (may include credit reporsaécordance with the Fair Credit Reporting Act (1.5.C
1681 et seq.) including, without limitation, all andements thereto (“FCRA”"). The End User certifispermis-

sible purpose as:

« In connection with a tenant screening applicatmmlving the consumer
* In accordance with the written instructions of doasumer
« For a legitimate business need in connection whiisiness transaction that is initiated by the oores

1. Engagement and Duties.End User engages Orca and Orca agrees to prBvidéJser with public record in-
formation and other background information relagedvices (“information"necessary to serve End User informa-
tion needs. End User accepts all information “A3 WITHOUT WARRANTY, EXPRESS OR IMPLIED, and
agrees to pay Orca the applicable rates and chtrge=fore set forth in Paragraph below.

2. Compliance With Laws. End User represents and warrants that it sbalpty with all Federal, State, and local
statues, regulations, and ordinances governingiseeand distribution of information furnished byc®iincluding,
but not limited to, all provisions of the Fair CieReporting Act (FCRA), Public Law 91-508 and tAenericans
with Disabilities Act (ADA 1990) and all regulatiesrpromulgated there under. End User certifies riéyadrts may
be requested for exclusive use only for tenantesting purposes and in connection with legitimatsifess needs
only when INITIATED BY THE CONSUMER. User certifigo Orca that it will not request a consumer refimr
tenant screening, or in connection with legitimalisiness purposes unless:

* Make a disclosure to the applicant that consunmartenay be obtained for tenant screening and/opin
nection with legitimate business purposes;

* The consumer has AUTHORIZED IN WRITING the procuestnof the report; and

* Information from the consumer report furnished be@will not be used in violation of any applicable
Federal, State or local law, statue, regulatiorgrdinance.

* End User will maintain copies of all written auttaations for a minimum of five (5) years from thate of
inquiry.

* End User shall use each Consumer Report only @NB-TIME use and shall hold the report in strich€o
fidence and not disclose it to any third parties; prodideowever, that End User may, but is not required
to, disclose the report to the subject of the repaty in connection with an adverse action basedhe
report. Moreover, unless otherwise explicitly authed in an agreement between Orca and End User fo
scores obtained from TransUnion, or as explicitlyeowise authorized in advance and in writing bgrFr
sUnion through Orca, End User shall not discloseaesumers or any third party, any of all such esor
provided under such agreement, unless clearly rediy law.

End User also certifies that before taking advartmn in wholeor part based on the consumer report for tenant
screening purposes, it will provide:

» Oral, written or electronic notice of the adverséan to the consumer;

e Include the name, address and toll-free telephoneoer (for national bureaus only) of the consureer r
porting agency; and also include

» Anotice that the adverse decision was not madidygredit bureau or by Orca, and that the craditdu
cannot provide the specific reasons;

* The consumer’s right to obtain a free copy of #yort

» Anotice of the right to dispute.



With just cause, such as violation of the termdhaf End User’'s contract or a legal requirementa anaterial
change in existing legal requirements that adveratfects the End User’s agreement, Reseller mpgn uts elec-
tion, discontinue serving the End User and cardmebhgreement immediately.

3. Consideration and Invoice Payment End User shall pay Orca for services based statement system. Ac-
ceptable payments are:

» From the End User - Business account check, oritC@zatd upon receipt of the monthly statement;ifor,
payment is directly from the applicant - Credit €grayment at the time of the application processing
Terms for monthly statements Emailed or mailed nol Elser Terms are Due Upon Receipt. Accounts in
arrears of 30 days will assume a monthly servieeofe$5.00. If an account goes to collection, Elseér
agrees to pay all expenses, including reasonatée fees.

* Provide credit information on End User as may ljpiested by Orca during the course of this agreement

» Acknowledge that a facsimile of this agreemensisaid as the original.

* Recognize that in order to remain in compliancehvdiws and regulations governing consumer-reporting
agencies Orca may make modifications to this ageseritom time to time. These modifications may be
mailed to the End User and the End User’s use o&'®rservices after the date specified in the commu
cation will be construed as your agreement andigdpionsent to these modifications.

4. Deliverability and Time Service of Information.

e End User shall submit all requests for informatiet®©rca in Writing by on-line transmission, or lac$im-
ile. Upon receipt of a tenant screening/informatiequest, Orca shall use its best efforts to pw End
User search results within four to six businessriaid the receipt of the receipt of said tenanesomg/
information request by Orca from End User. Allarmhation requests received after 4:00 PST will dve-c
sidered as received next business day.

» End User certifies that reports will be requestaty dy End User’s designated representatives artudo
employees from obtaining reports on themselvesycia®s or any other person except in the exedfise
their official duties.

« End User recognizes that information is obtained amanaged by fallible sources, and that for the fee
charged, Orca does not guarantee to insure theaagcar the depth of information provided.

« End User assumes responsibility for the final veatfon of the applicant’s identity.

» End User bases tenant placement decisions or giopaon the End User’s lawful policies and progegu
and recognize that Orca employees are not alloweertder any legal opinions regarding information-c
tained in a consumer report.

5. Limitations of Liability . Orca recognizes the importance of furnishingueste information to End User and
will make all reasonable efforts in providing timelnd accurate information. End User understandsagrees that
any information furnished pursuant to this Agreetrieas been created and maintained and reportedrinug Fed-
eral, State, and County agencies and other thirlepawhich are not under the control of Orca. many states
court and criminal databases are limited and/oreliable or the agencies recording the informatiom uncoopera-
tive and make their records unavailable to theiputiResponsibility for the accuracy of the infottioa rests solely
with said various agencies and other third partigs create, maintain, and report, said information

Orca compares full name and AKA'’s (also known ag) date of birth with that of county and state rdso Court
records of database information changes daily anduarantee is made that all records or abseneereford is
100% accurate. Please see your attorney for Faisidg compliance if records are used in the deeisiaking of
your potential tenant.

Eviction history from court information is oftersted by name only. We recommend you request fugtidress
information from the applicant. We recommend youtact the plaintiff (landlord filing the evictioaction) listed
in the court record for more personal identifierdioal outcome of the eviction process.

End User agrees to up hold provisions of the FCR#IDsure and Federal FACT Act (Appendix A & B).



6. Reinvestigation Provision In the event of a dispute over the accuracynfidfrimation provided by Orca, Orca
shall promptly reinvestigate such claims and prewady necessary corrections without additional tw&nd User.
In the event such reinvestigation does not revedduracies, Orca reserves the right to invoice Bsel pursuant
to Section 3 hereof for the additional research.

7. Limitations of Actions. No claim may be asserted by either party hesiggnst the other party with respect to
any event, act, or omission that occurred more than(2) years prior to such claim being asserted.

8. Indemnity. End User agrees whether or not this Agreemesielpired or been terminated, to assume liability
for, and End User hereby agrees to indemnity, deéerd save and keep harmless Orca, its employgestsa and
representatives, from and against any and alllifigsi, obligations, losses, damages, penaltiegsfi punitive dam-
ages, amounts in settlement, claims actions, pdoogg, suits, judgments, costs, interest, expeasdsdisburse-
ments of any kind and nature whatsoever arisingeumdy theory of legal liability (including attorye fees and
cost) that may be imposed on, incurred by or asdexgjainst Orca, its employees, agents, or refdetbas, in any
way relating to, resulting from, based upon, osiag out of the services performed or informatioovided pursu-
ant to this Agreement.

9. Attorney’s Fees If any action at law or in equity, arbitration ather proceeding is brought for the enforcement
or interpretation of this Agreement, or becausarfalleged breach of the provision of this Agreetmenin any
way arising out of the transactions contemplatethis Agreement, whether sounding in tort or carttiar other-
wise, the prevailing party is entitled to recoveasonable attorney’s fees and other cost incurredrinection with
such action, argitration or other proceeding (ideig, but not limited to, expenses and costs oédtigations, wit-
ness fees and travel), in addition to any othéefred which the prevailing party may be entitled.

10. Severability. The invalidity, illegality or unenforceabilityf @ny provision of this Agreement shall not affect
the validity, legality or enforceability of any @hprovision of this Agreement, which shall remarfull force and
effect.

11. Governing Law. This Agreement shall be controlled, construed emforced in accordance with the laws of
the State of Washington. Any claim or cause obacshall be brought by either party in the Countygkagit, State
of Washington.

BUREAU SCORING SERVICE
12. Subscriber is an entity that has permissible @sgpo purchase credit reports in connection wigdit applica-
tions. Subscriber hereby requests that Orca Infdomalnc. process the credit reports it purchakaing the term
hereof with credit scores known as the "Experiain/lsaac Model" from Experian/Fair Isaac, The "Bagtmodel
developed by Fair Isaac and Equifax, and the "Fico”

13. Classic and/or Empirica models developed by FBaiac and Trans Union (collectively risk scoringdeis) on
all requests on an order-by-order basis. Orca tmédion, Inc. will identify on the credit reportsettsource of the
score and the type of score model.

14. Subscriber understands each risk scoring modelayis a proprietary algorithm and which, when aggblio
credit information relating to individuals with wimothe End User (Subscriber) has a credit relatipneh with
whom the End User (Subscriber) contemplates eménio a credit relationship will result in a nuroai score (the
Score); the purpose of the models being to rankisdividuals in order of the risk of unsatisfagtgrayment. Orca
Information, Inc. reasonably believes that, subjectalidation by customer on its own records,tf) scoring algo-
rithms used in computation of the Score(s) are gogly derived from consumer credit informatiorofin Ex-
perian's, Equifax's, and/or Trans Union's datahames are demonstrably and statistically sound oukthof rank
ordering candidate records from said databasehégpurposes for which Score(s) was designed.

15. End User will request Scores only for End Useslusive use. End User may store Scores solelEfat
User's own use in furtherance of End User's origiapose for obtaining the Scores. End User shatiluse the
Scores for model development or model calibratiod shall not reverse engineer the Score. All Scpresided
hereunder will be held in strict confidence and mayer be sold, licensed, copied, reused, disc]aggdoduced,
revealed or made accessible, in whole or in pargry Person except (i) to those employees of Esel With a
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need to know and in the course of their employméntio those third party processing agents of Erggr who
have executed an agreement that limits the useeobtores by the third party to the use permitielirtd User and
contains the prohibitions set forth herein regagdimdel development, model calibration and reversgneering;
(iii) when accompanied by the corresponding reasmdes, to the consumer who is the subject of tlreeSor (iv)

as required by law.

16. Subscriber recognizes that factors other thaditcseores must be considered in making a mortgaggit deci-
sion, including the credit report, the individuadit application and economic factors.

17. Orca Information, Inc., nor Experian, nor Equifawor Trans Union guarantee the predictive valuthefScore
(s) with respect to any individual and do not imtén characterize any individual as to credit célfigbNeither
Orca Information, Inc., nor Experian, nor Equifawor Trans Union nor any respective directors, effic employ-
ees, agents, subsidiaries, affiliated companiemngrthird party contractors, licensors or suppl@Er®rca Informa-
tion, Inc., Experian, Equifax, and/or Trans Unioill e liable to Subscriber for any damages, lossests or ex-
penses incurred by customer resulting from anyifaibf a Score(s) to accurately predict the creditthiness of
Subscriber’s applicants or customers. Customer haltl all information received from or through Orcdorma-
tion, Inc., Experian, Equifax and/or Trans Unionconnection with any score(s) and/or principal dagtcontribut-
ing to the Score(s) in strict confidence and wit disclose that information to the applicant oothers except as
required or permitted by law.

18. Each party hereto shall be responsible for caanpk with all laws and regulation to which it ibgct.

19. We understand and agree that this letter cotesitall conditions of service and of reporting,ser@ and future
and applies to all reports made by you and by wfiiliated companies or branches to our CompanghatHome
Office or to any of our branches or service offidds changes in these conditions may be made ekgepbnsent
in writing of an officer of Orca Information, Inc.

20. With just cause, such as delinquency or violatbthe terms of this contract or a legal requiratmer a mate-
rial change in existing legal requirements whickieadely affects this Agreement, Orca Informatiart. Imay, upon
its election, discontinue serving the Subscribel @ancel this Agreement immediately.

THE FCRA PROVIDES THAT ANY PERSON WHO KNOWLINGLY AN D WILLFULLY OBTAINS IN-
FORMATION ON A CONSUMER FROM A CONSUMER REPORTING A GENCY UNDER FALSE PRE-
TENSES SHALL BE FINED UNDER TITLE 18 OF THE UNITED STATES CODE OR IMPRISONED
NOT MORE THAN TWO YEARS, OR BOTH.

We have signed and agree to the following exhiBipendix A (FCRA) and Appendix B (FACTA).

Date Date

Signed by Signed by

Printed Name Printed Name

Title Title/ Orca Information, Inc.



Appendix A — FCRA Disclosure

The Fair Credit Reporting Act (FCRA), 15 U.S.C. 1681681yrequires that this noticebe provided to inform
users of consumer reports of their legal obligatios State law may impose additional requirementise fExt of
the FCRA is set forth in full at the Federal Trademmission’s Website: www.ftc.gov/credit. At tead of this
document is a list of United States Code citatifamshe FCRA. Other information about user duigalso avail-
able at the Commission’s Website. Users must dbtisei relevant provisions of the FCRA for detailsout their
obligations under the FCRA.

|. OBLIGATIONS OF ALL USERS OF CONSUMER REPORTS (END USERS)

A. Users Must Have a Permissible Purpose:

Congress has limited the use of consumer repogsotect consumers’ privacy. All users must haypeianissible
purpose under the FCRA to obtain a consumer ref@ettion 604 contains a list of the permissiblgppses under
the law. These are:

» Asordered by a court or a federal grand jury selbpo Section 604(a)(1)

* Asinstructed by the consumer in writing. Secti@d(a)(2)

» For the extension of credit as a result of an apfibn from a consumer, or the review or collec-
tion of a consumer’s account. Section 604(a)(3)(A)

» For employment purposes, including hiring and probomodecisions, where the consumer has
given written permission. Sections 604(a)(3)(BJ &04(b)

* When there is a legitimate business need, in cdiomewith a business transaction that is initiated
by the consumer. Section 604(a)(3)(F)(i)

» For use by a potential investor or servicer, orenirinsurer, in a valuation or assessment of the
credit or prepayment risks associated with an iexjstredit obligation. Section 604(a)(3)(E)

» For use by state and local officials in connectigth the determination of child support pay-
ments, or modifications and enforcement there@ctiSns 604(a)(4) and 604(a)(5)

In addition, creditors and insurers may obtain aartconsumer report information for the purposenwking
“prescreened” unsolicited offers of credit or irmure. Section 604(c). The particular obligationsusérs of
"prescreened" information are described in Sedtibribelow.

B. Users Must Provide Certifications

Section 604(f) prohibits any person from obtainengonsumer report from a consumer reporting agé¢g&A)
unless the person has certified to the CRA the sible purpose(s) for which the report is beingpoted and cer-
tifies that the report will not be used for anyetipurpose.

C. Users Must Notify Consumers When Adverse ActionAre Taken

The term "adverse action" is defined very broaghBection 603. "Adverse actions" include all busmesredit, and
employment actions affecting consumers that catolnsidered to have a negative impact as definegeayion 603
(k) of the FCRA — such as denying or canceling itredinsurance, or denying employment or promatido ad-

verse action occurs in a credit transaction wheeecteditor makes a counteroffer that is accepyetidoconsumer.

1. Adverse Actions Based on Information Obtained Fom a CRA
If a user takes any type of adverse action as el@éfby the FCRA that is based at least in part @rimation con-
tained in a consumer report, Section 615(a) reguire user to notify the consumer. The notificatizaty be done in
writing, orally, or by electronic means. It mustimde the following:

The name, address, and telephone number of the @RAding a toll-free telephone number, if itds
nationwide CRA) that provided the report.

A statement that the CRA did not make the advdesgsion and is not able to explain why the deaisio
was made.

A statement setting forth the consumer’s righolitain a free disclosure of the consumer's filenfrihe
CRA if the consumer makes a request within 60 days.
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A statement setting forth the consumer's righdigpute directly with the CRA the accuracy or coete!
ness of any information provided by the CRA.

2. Adverse Actions Based on Information Obtained Fom Third Parties Who Are Not Consumer Reporting
Agencies

If a person denies (or increases the charge falitcfor personal, family, or household purposesedaeither
wholly or partly upon information from a person ethhan a CRA, and the information is the typearisumer in-
formation covered by the FCRA, Section 615(b)(Hurees that the user clearly and accurately disctoshe con-
sumer his or her right to be told the nature ofitliermation that was relied upon if the consumetkas a written
request within 60 days of notification. The userstmprovide the disclosure within a reasonable pleabtime fol-
lowing the consumer's written request.

3. Adverse Actions Based on Information Obtained Fom Affiliates

If a person takes an adverse action involving imsce, employment, or a credit transaction initidtgdthe con-
sumer, based on information of the type coveredheyFCRA, and this information was obtained fromeautity
affiliated with the user of the information by commownership or control, Section 615(b)(2) requites user to
notify the consumer of the adverse action. Theceatiust inform the consumer that he or she mayirohtdisclo-
sure of the nature of the information relied upgmimking a written request within 60 days of reoc@vthe adverse
action notice. If the consumer makes such a reqtlestuser must disclose the nature of the infaomatot later
than 30 days after receiving the request. If corsumport information is shared among affiliated #ren used for
an adverse action, the user must make an advetisa disclosure as set forth in 1.C.1 above.

D. Users Have Obligations When Fraud and Active Dyt Military Alerts are in Files

When a consumer has placed a fraud alert, includivegrelating to identity theft, or an active dutylitary alert

with a nationwide consumer reporting agency asnéefin Section 603(p) and resellers, Section 60pMAiposes
limitations on users of reports obtained from tbesumer reporting agency in certain circumstanoefyding the

establishment of a new credit plan and the issuahedditional credit cards. For initial fraud dakeand active duty
alerts, the user must have reasonable policiepewkdures in place to form a belief that the ksews the iden-
tity of the applicant or contact the consumer &laphone number specified by the consumer; incttse of ex-
tended fraud alerts, the user must contact theurnesin accordance with the contact informationvigted in the

consumer’s alert.

E. Users Have Obligations When Notified of an Addres Discrepancy

Section 605(h) requires nationwide CRAs, as defineSection 603(p), to notify users that requepbrts when the
address for a consumer provided by the user inegting the report is substantially different frome taddresses in
the consumer’s file. When this occurs, users mostaty with regulations specifying the proceduresédollowed,
which will be issued by the Federal Trade Commissiad the banking and credit union regulators. Féderal
Trade Commission’s regulations will be availablevatw.ftc.gov/credit.

F. Users Have Obligations When Disposing of Records

Section 628 requires that all users of consumerrtépformation have in place procedures to propdispose of
records containing this information. The Federalder Commission, the Securities and Exchange Corumjsand
the banking and credit union regulators have issagdlations covering disposal. The Federal Tradea@ission’s
regulations may be found at www.ftc.gov/credit.

II. CREDITORS MUST MAKE ADDITIONAL DISCLOSURES

If a person uses a consumer report in connectitimavi application for, or a grant, extension, avjsion of, credit
to a consumer on material terms that are materiedly favorable than the most favorable terms abtilto a sub-
stantial proportion of consumers from or throughttherson, based in whole or in part on a consusyprt, the
person must provide a risk-based pricing noticghtoconsumer in accordance with regulations toolly pre-
scribed by the Federal Trade Commission and therae®eserve Board. Section 609(g) requires aatisck by all
persons that make or arrange loans secured byerdisitireal property (one to four units) and theé aredit scores.
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These persons must provide credit scores and otftgmation about credit scores to applicants,udaig the dis-
closure set forth in Section 609(g)(1)(D) (“Notiwethe Home Loan Applicant”).

[ll. OBLIGATIONS OF USERS WHEN CONSUMER REPORTS ARE OBTAINED FOR EMPLOYMENT
PURPOSES

A. Employment Other Than in the Trucking Industry
If information from a CRA is used for employmentrposes, the user has specific duties, which arfosétin Sec-
tion 604(b) of the FCRA. The user must:

* Make a clear and conspicuous written disclosurthéoconsumer before the report is obtained, in a
document that consists solely of the disclosuredt@nsumer report may be obtained.

» Obtain from the consumer prior written authorizatidwuthorization to access reports during the term
of employment may be obtained at the time of emplexyt.

» Certify to the CRA that the above steps have be#awed, that the information being obtained will
not be used in violation of any federal or stataat@pportunity law or regulation, and that, if sagr
verse action is to be taken based on the consugpertr a copy of the report and a summary of the
consumer's rights will be provided to the consumer.

» Before taking an adverse action, the user mustigec copy of the report to the consumer as well as
the summary of consumer’s rights. (The user shoedéive this summary from the CRA.) A Section
615(a) adverse action notice should be sent dfeeatlverse action is taken.

An adverse action notice also is required in emplent situations if credit information (other thaarsactions and
experience data) obtained from an affiliate is usedeny employment. Section 615(b)(2)

The procedures for investigative consumer repartiseanployee misconduct investigations are set toetbw.

Special rules apply for truck drivers where theydnteraction between the consumer and the potesttiployer is
by mail, telephone, or computer. In this case,ciiesumer may provide consent orally or electrohicahd an ad-
verse action may be made orally, in writing, orceienically. The consumer may obtain a copy of eeport relied
upon by the trucking company by contacting the camyp

IV. OBLIGATIONS WHEN INVESTIGATIVE CONSUMER REPORTS ARE USED

Investigative consumer reports are a special tygmasumer report in which information about a eoner's char-
acter, general reputation, personal characterjsiitd mode of living is obtained through persontrviews by an
entity or person that is a consumer reporting age@onsumers who are the subjects of such repotgiagen spe-
cial rights under the FCRA. If a user intends téaoban investigative consumer report, Section Gfifuires the
following:

» The user must disclose to the consumer that arstigegive consumer report may be obtained. This
must be done in a written disclosure that is maitedotherwise delivered, to the consumer at some
time before or not later than three days afterddiee on which the report was first requested. Tike d
closure must include a statement informing the gores of his or her right to request additional dis-
closures of the nature and scope of the investigats described below, and the summary of consumer
rights required by Section 609 of the FCRA. (Thmmary of consumer rights will be provided by the
CRA that conducts the investigation.)

e The user must certify to the CRA that the discleswset forth above have been made and that the user
will make the disclosure described below.

« Upon the written request of a consumer made withirasonable period of time after the disclosures
required above, the user must make a completeodis@ of the nature and scope of the investigation.
This must be made in a written statement that iBechaor otherwise delivered, to the consumer no
later than five days after the date on which tlguest was received from the consumer or the report
was first requested, whichever is later in time.
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V. SPECIAL PROCEDURES FOR EMPLOYEE INVESTIGATIONS

Section 603(x) provides special procedures forstigations of suspected misconduct by an employderacom-

pliance with Federal, state or local laws and ragjohs or the rules of a self-regulatory organ@atiand compli-
ance with written policies of the employer. Theseestigations are not treated as consumer reporisng as the
employer or its agent complies with the procedsesforth in Section 603(x), and a summary desugilthe nature
and scope of the inquiry is made to the employe@ iidverse action is taken based on the inveistigat

VI. OBLIGATIONS OF USERS OF MEDICAL INFORMATION

Section 604(g) limits the use of medical informatiobtained from consumer reporting agencies (ctimen pay-
ment information that appears in a coded form tleegs not identify the medical provider). If thearhation is to
be used for an insurance transaction, the consumst give consent to the user of the report orinf@mation
must be coded. If the report is to be used for egnpknt purposes — or in connection with a credibgaction
(except as provided in regulations issued by thekipg and credit union regulators) — the consumeastnprovide
specific written consent and the medical informatioust be relevant. Any user who receives medidatination
shall not disclose the information to any otherspar(except where necessary to carry out the perfaosvhich the
information was disclosed, or as permitted by stattegulation, or order).

VII. OBLIGATIONS OF USERS OF "PRESCREENED" LISTS

The FCRA permits creditors and insurers to obtamitéd consumer report information for use in castima with
unsolicited offers of credit or insurance undertaier circumstances. Sections 603(l), 604(c), 604{a) 615(d).
This practice is known as "prescreening" and typidavolves obtaining from a CRA a list of consuraevho meet
certain pre-established criteria. If any persognds to use prescreened lists, that person mubg{aje the offer is
made, establish the criteria that will be reliedupo make the offer and to grant credit or insoearand (2) main-
tain such criteria on file for a three-year permbinning on the date on which the offer is madeach consumer.
In addition, any user must provide with each writselicitation a clear and conspicuous statemexit th

» Information contained in a consumer's CRA file waed in connection with the transaction.

» The consumer received the offer because he oralsdiexd the criteria for credit worthiness or insu
ability used to screen for the offer.

e Credit or insurance may not be extended if, afterdonsumer responds, it is determined that the con
sumer does not meet the criteria used for screemiragy applicable criteria bearing on credit wirth
ness or insurability, or the consumer does notistrrequired collateral.

e The consumer may prohibit the use of informatiorhis or her file in connection with future pre-
screened offers of credit or insurance by contgdtire notification system established by the CRa th
provided the report. The statement must includeattd@ress and toll-free telephone number of the ap-
propriate notification system.

In addition, once the Federal Trade CommissionWy has established the format, type size, and eraohthe
disclosure required by Section 615(d), users mashtzompliance with the rule. The FTC’s regulasionll be at
www.ftc.gov/credit.com.

VIIl. OBLIGATIONS OF RESELLERS

A. Disclosure and Certification Requirements
Section 607(e) requires any person who obtainsyawroer report for resale to take the following step

» Disclose the identity of the end-user to the sO@BA.

» |dentify to the source CRA each permissible purgosevhich the report will be furnished to the end-
user.

» Establish and follow reasonable procedures to enthat reports are resold only for permissible pur-
poses, including procedures to obtain:

(1) The identity of all end-users;
(2) Certifications from all users of each purpasevihich reports will be used; and
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(3) Certifications that reports will not be used &my purpose other than the purpose(s)
specified to the reseller.

Resellers must make reasonable efforts to verifyittiormation before selling the report.

B. Reinvestigations by Resellers

Under Section 611(f), if a consumer disputes treuary or completeness of information in a repoeppred by a
reseller, the reseller must determine whetherishisresult of an action or omission on its pad,ahso, correct or
delete the information. If not, the reseller musihd the dispute to the source CRA for reinvesiigatiVhen any
CRA notifies the reseller of the results of an stigation, the reseller must immediately conveyittiermation to
the consumer.

1. Orca as a Reseller's Floor Manager will reeadil disputes in writing from a consumer; 2. Witfive

(5) days of receiving the dispute Consumer’s repittbe reviewed to determine if inaccuracies éxis a result of
errors made during the screening process; 3.réfewere NOT made by Orca during the screeningga®then; 4.
Floor Manager will convey the dispute to the Creaglitreau the credit report was procured from; 5.calunder-
stands that we the Reseller have the responsiBilityeinvestigating our own data; 6. If the da&ng disputed by
the consumer is from the Credit Bureau that pravidhes credit report the dispute can be referretthéoCredit Bu-
reau directly per their instructions; 7. Disputai be received Monday through Friday, 8:00 AM3®0 PM and
Saturday’s from 9:00 AM through 12:00 Noon.

C. Fraud Alerts and Resellers
Section 605A(f) requires resellers who receive dralerts or active duty alerts from another consuraporting
agency to include these in their reports.

IX. LIABILITY FOR VIOLATIONS OF THE FCRA

Failure to comply with the FCRA can result in stgteernment or federal government enforcement astias well
as private lawsuits. Sections 616, 617, and 62&dtition, any person who knowingly and willfullypt@ins a con-
sumer report under false pretenses may face crimpimaecution. Section 619. The FTC’s Web site, witoagov/
credit, has more information about the FCRA, inglgdpublications for businesses and the full tefixthe FCRA.
Citations for FCRA sections in the U.S. Code, 15.0. § 1681 et seq.:

Section 602 15 U.S.C. 1681 Section 603 15 U.S.8146 Section 604 15 U.S.C. 1681b
Section 605 15 U.S.C. 1681c Section 605A 15 U.$681cA  Section 605B 15 U.S.C. 1681cB
Section 606 15 U.S.C. 1681d Section 607 15 U.S6814 Section 608 15 U.S.C. 1681f
Section 609 15 U.S.C. 1681g Section 610 15 U.8681h Section 611 15 U.S.C. 1681i
Section 612 15 U.S.C. 1681] Section 613 15 U.S681k Section 614 15 U.S.C. 1681l

Section 615 15 U.S.C. 1681m Section 616 15 U.$681d Section 617 15 U.S.C. 16810
Section 618 15 U.S.C. 1681p  Section 619 15 U.S.C. 16819 Section 620 15 U.S.C. 1681r
Section 621 15 U.S.C. 1681s Section 622 15 U.$814-1 Section 623 15 U.S.C. 1681s-2
Section 624 15 U.S.C. 1681t Section 625 15 U.S681 Section 626 15 U.S.C. 1681v
Section 627 15 U.S.C. 1681w Section 628 15 U.S681% Section 629 15 U.S.C. 1681y

| hereby acknowledge that | was provided a cophefFCRA Appendix A.

By: Date:
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Appendix B - The Fair and Accurate Credit Transactions Act (FACTA) Notification

The Fair and Accurate Credit Transactions Act of 2@3. Also known as the FACT Act, was signed into law on
December 4, 2003. In general, the Act amends tiveGfadit Reporting Act ("FCRA"). The Act contaiasnumber

of provisions intended to combat consumer fraud r@fated crimes, including identity theft, and &siat its vic-
tims. Specifically the act requires the destrucobPAPERS CONTAINING CONSUMER INFORMATION.

The FACTA (Fair and Accurate Credit Transaction A&isposal Rule applies to every U.S. businessnoployer

that uses consumer information, from Fortune 50@a@tions to the mom-and-pop property managememt- c
pany. It's clearly a major step forward in the fitfh give consumers greater control over their gegisinformation

and how it is used — or abused.

FACTA represents a big change in the way many saral medium-sized companies do business. Someenf th
may be in for a serious shock.

FACTA could be the MOST financially damaging actbtasinesses signed into law in recent years. Viémtity
Theft reaching epidemic proportions, the new FAQaw has taken aim at “any person who maintainstioeravise
possesses consumer (Applicant) or employee infaomé#&br business purpose.”

The Facts on FACTA (Disposal Rule)

1) Designed to reduce the risk of consumer frautlidentity theft applies to every business in ti& U

2) Requires businesses to destroy ALL personal information on consumers (customers, applicants,
employees, clients etc.) before discarding it. Access to this personal information is strictly limited by

other Federal Laws (HIPPA, Gramm, Leach, Blilley etc.)

3) States that every person and\or business MUBftEqragainst unauthorized access to or use afitbenation in
connection with its disposal.

4) Allows for Civil liability should an employeedéntity be stolen due to an employers failure to ac

5) Consumers (Applicants) may be entitled to recaotual damages sustained as a result of a FAGGlAtvon.
(Financial losses and work hours lost).

6) Courts are authorized to award punitive damagelsattorney’s fees, in an individual or a clag®acsuit.

7) State and Federal fines may be imposed on thiedss or employer per breach of personal infoonafihose
fines are up to but not to exceed $1,000 and $2&§8ectively.

We understand our requirements under the FACTA Act.

By: Date:
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Service Agreement
Part B — FCRA Compliance Checklist

FCRA Requirement — Establishment of Permissible Pypose

What is the nature of your business (Rental ManagenMobile Home Park Management, Real Estate Sales
etc.)?

I/'We will be using Consumer Reports for the purpoke
For what purpose will you be using the reports?

U Tenant Screening — qualifying an applicant forrtak and
U Legitimate business need in connection with a mssinransaction that is initiated by the consumer

Pursuant To The Fair Credit Reporting Act:

YesO No Ol have read and understand my responsibilities theeFair Credit Reporting Act
(Appendix A & B of Service Agreement)

YesO NoO | understand employees may not request reportseanselves

YesO NoO | agree that before sending applications to Onéariation, Inc. for processing, all
consumers/applicants will read and sign the reapgglications.

YesO NoO | understand and agree that all confidential imfation/screening reports will be received
in a secured area only (away from other employaed,people) and handled only by those desig-
nated to receive and review confidential informatim consumer/applicants).

YesO NoO | understand that applicants/consumers will noglven the report received from Orca Informa-
tion, Inc., or any part of the report. Insteadytiéll be given a copy of their Consumer Rights
enabling them to go through the proper channelsracure copies of their confidential informa-
tion.

YesO NoO | understand that if “adverse action” is takeniagfaapplicant due to any derogatory information
or lack of information on the consumer report @llpart of the information reported to you by
Orca Information, Inc.) or caused you, the End Us®t Landlord to increase their deposit or re-
quire a co-signer or require any additional comp#ar of any kind for the rental, it is my obliga-
tion to give applicant a copy of the Consumer Rigltter.

YesO NoO | understand that the consumers/applicants camfimleinformation will not be discussed in front
of any other person(s) regardless of their relatigqm unless permission is given to do so by the
applicant / consumer in writing. Signature ancedaill be on the written permission document.

YesO NoO | agree to keep such written permission with thpliaants/consumers file in a secured area for up
to five (5) years, and at the appropriate time siited the information in a shreddesfore dis-
posing (sometimes files are kept in a computer).

YesO NoO | agree to keep all confidential information or@sumer/applicant in a LOCKED FILE CABI-
NET (and/or in a room with a locked door).

YesO NoO  When storing applicant/consumer reports or ottarfidential information in a computer(s), |
agree to keep passwords and access codes to carrspoes in a secure place.
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YesO

YesO

YesO

YesO

YesO

YesO

No O

No O

No O

No O

No O

No O

| agree that only those employees authorizedvigwethe confidential information on a computer
will have access to those codes.

| agree that computer passwords and codes foissiogeapplicants/consumer confidential infor-
mation will be changed every ninety (90) days.

| agree that any computer passwords given to eyapowho leave the company and had access to
consumer reports will be deactivated immediately.

| agree to train employees who have access teadhsumer reports and who interact with appli-
cants and tenants, on the Fair Credit Reporting(RERA).

| understand that the credit reports and/or amyqfahe report on the applicant/consumer may not
be re-sold.

Are you associated or affiliated with any of tiedldwing?: Adult entertainment, bail bondsman,
check cashing, credit counseling, credit repaitindaservice, financial counseling, genealogical
research, massage service, company that locatassngishildren, pawn shop, private detective,
individual seeking information for private use, riépial counseling, subscriptions (magazines,
book clubs), tattoo service, insurance company,daforcement (unless for employment screen-
ing purposes), legal services.

If you are associated with any of the above, cdr@aca’s Compliance Department for additional infiation.

| have read and understand my responsibilities utteFCRA.

User Authorized Signature Print Name Title at®

Orca Authorized Signature Print Name Title at®
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ATTACHMENT “B”

TO: SERVICE AGREEMENT
Appendix B to Part 601

Prescribed Notice of Furnisher Responsibilities
This appendix prescribes the content of the reduicice.

NOTICES TO FURNISHERS OF INFORMATION:
OBLIGATIONS OF FURNISHERS UNDER THE FCRA

The federal Fair Credit Reporting Act (FCRA), aseathed, imposes responsibilities on all personsfwimsh information to
consumer reporting agencies (CRAs). These resptitisthare found in Section 623 of the FCRA. State may impose addi-
tional requirements. All furnishers of informati@RAs should become familiar with the law and maytta consult with
their counsel to ensure that they are in compliafihe FCRA, 15 U.S.C. 1681-1681u, is set forthuihdt the Federal Trade
Commission’s Internet web sitet{p://www.frc.goy). Section 623 imposes the following duties:

General Prohibition on Reporting Inaccurate Information:

The FCRA prohibits information furnishers from piging information to a consumer reporting agencRRAJ that they know

(or consciously avoid knowing) is inaccurate. Hoerthe furnishers are not subject to this gerpnatiibition if it clearly and
conspicuously specifies an address to which consimay write to notify the furnishers that certamiformation is inaccurate.
Sections 623 (a)(1)(A) and (a)(1)(C)

Duty to Correct and Update Information:

If at any time a person who regularly and in thairmary course of business furnishes informatioarte or more CRSs deter-
mines that the information provided is not complataccurate, the furnisher must provide complatéaccurate information
to the CRS. In addition, the furnisher must notiflyCRAs that received the information of any cotiens, and must thereafter
report only the complete and accurate informat&ection 623 (a)(2)

Duties After Notice of Dispute from Consumer:
If a consumer notifies a furnisher, at an addrpssified by the furnisher for such notices, thacfic information is inaccu-
rate, and the information is in fact inaccurate, filrnisher must thereafter report the correctrinfition to CRAs. Section 623

(@@)(B)

If a consumer notifies a furnisher that the consudigputes the completeness or accuracy of anyrretion reported by the
furnisher, the furnisher may not subsequently refiat information to a CRA without providing nagiof the dispute. Section
623(a)(3)

Duties After Notice of Dispute from Consumer Repoting Agency:
If a CRA Notifies a furnisher that a consumer digsithe completeness or accuracy of informationigea by the furnisher,
the furnisher has a duty to follow certain proceguhe furnisher must:

Conduct an investigation and review all relevafdrimation provided by the CRA, including informatigiven to the CRA by
the consumer. Sections 623(b)(1)(A) and 623 (bBR(L)(

Report the results to the CRA, and, if the investan establishes that the information was, in, fexomplete or inaccurate,
report the results to all CRAs to which the furmisprovided the information that compile and mainfdes on a nationwide
basis. Sections 623(b)(1)(C) and (b)(1)(D)

Complete the above within 30 days from the dateXRé& receives the dispute (or 45 days, if the coresuater provides rele-
vant additional information to the CRA). Sectior8@2)(2)

Duty to Report Voluntary Closing of Credit Account:

If a consumer voluntarily closes a credit accoany; person who regularly and in the ordinary coofdeusiness furnishes
information to one or more CRAs must report thigt fahen it provides information to CRAs for the émeriod in which the
account was closed. Section 623(a)(4)

Duty to Report Dates of Delinquencies:

If a furnisher reports information concerning aimglient account placed for collection, chargedradipor loss, or subject to
any similar action, the furnisher must, within %yd after the information, provide the CRA with thenth and the year of the
commencement of the delinquency that immediatedgquled the action, so that the agency will know lumg to keep the
information in the consumer’s file. Section 623%)(
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Requirements for California and Vermont Users
(Disregard if business is outside of these States)

California Users:

Provisions of the California Consumer Credit ReipgriAgencies Act, as amended effective July 1, 1988impact the
provision of consumer reports to Client under tifving circumstances; a) if Client is a “retadlller” (defined in part by
California law as “a person engaged in the businésglling goods or services to retail buyers™j énselling to a “retail
buyer” (defined as “a person who buys goods orinbtservices from a retail seller in a retail ifistant sale and not prin-
cipally for purpose of resale”) and a consumer almhom Client is inquiring is applying, (b) in persand (c) for credit.
Under the foregoing circumstances, Orca, beforwelithg a Consumer Report to Client, must matcleast three (3)
items of a consumer’s identification within theefiinaintained by the Date Providers with the infarameprovided to Data
Provider’s via Orca by Client in connection witketim-person credit transaction. Compliance witk thiv further includes
Client’s inspection of the photo identificationedch consumer who applies for in-person creditlimgaéxtension of credit
to consumer responding to a mail solicitation apecified address, taking special actions regar@iognsumer’s present-
ment of police report regarding fraud, and acknagierg consumer demands for reinvestigation witkgirtain time frames.

If Client is a “retail seller,” Client certifies &t it will instruct its employees to inspect a phatentification of the con-
sumer at the time an application is submitted s@e. If Client is not currently, but subsequettdcomes a “retail seller,”
Client agrees to provide written notice to ORCAopto ordering Consumer Reports in connection waithn-person credit
transaction, and agrees to comply with the requérgsnof the California law as outlined in the Attarent, and with the
specific certifications set forth herein.

Client certifies that, as a “retail seller,” it Wdither a) acquire a new Client subscriber nunfibeuse in processing Con-
sumer Report inquiries that result from in-persedi applications covered by California Law, witle understanding that
all inquiries using this new Client Subscriber nemtwill require that Client supply at least threanis of identifying form
the applicant; or b) contact Client's ORCA salgzresentative to ensure that Client’s existing ¢liimber is properly
coded for these transactions.

Vermont Users:

Client acknowledges that is subscribes to receirmus information services from ORCA Informatidmg. in accordance
with the Vermont Fair Credit Reporting Statute, $). § 2480e (1999), as amended (the “VFCRA") tradFederal Fair

Credit Reporting Act, 15, U.S.C. 1681 et. Seqamsnded (the “FCRA") and its other state law coqoatgs. In connection
with the Client’s continued use of ORCA servicesalation to Vermont consumers, Client herby ciextifas follows:

Vermont CertigicationClient certifies that it will comply with the appable provisions under Vermont law. In particular,
Client certifies that it will order certain inforriian relating to Vermont residents, that are ConsuReports as defined by
the VFCRA, only after Client has received prior somer consent in accordance with the VFCRA § 248@kapplicable
Vermont Rules. Client further certifies that theaahed copy § 2480e of the Vermont Fair Credit R Statute was
received from ORCA.

Vermont Fair Credit Reporting Statute, 9 V.S.A § 280e (1999)

§ 2480e. Consumer consent
A) A person shall not contain the credit reporaafonsumer unless;
1) the report is obtained in response to theravéla court having jurisdiction to issue such atew; or
2) the person has secured the consent of theiomrsand the report is used for the purpose coaden
to by the consumer.
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B) Credit reporting agencies shall adopt reaslenatncedures to assure maximum possible compliastbethe
subsection (a) of this section
C) Nothing in this section shall be construedffect:

1) The ability of a person who has secured tmsent of the consumer pursuant to subdivisior2)af
this section to include in his or her request ®m¢bnsumer permission to also obtain credit repiorts
connection with the same transaction or extensiametlit, for the purpose of reviewing the account,
increasing the credit line on the account, forghepose of taking collection action on the accoanfpr
other legitimate purposes associated with the ad¢cand

2) The use of credit information for the purpo$@rescreening, as defined and permitted frone tiontime
by the Federal Trade Commission.

VERMONT RULES **CURRENT THROUGH JUNE 1999***
AGENCY 06. OFFICE OF THE ATTORNEY GENERAL
SUB-AGENCY 031. CONSUMER PROTECTION DIVISION
CHAPTER 012. Consumer Fraud-Fair Credit Reporting

RULE CF 112 FAIR CREDIT REPORTING
CVR 06-031-012, CF 112.03 (1999)
CF 112.03 CONSUMER CONSENT

A) A person required to obtain consumer consensymnt to 9 V.S.A. 8§ § 2480e and 24809 shall algaid consent in
writing if the consumer has made a written reqémstredit, insurance, employment, housing or gosental bene-
fit. If the consumer has applied for or requestestiit, insurance, employment, housing or governaldrgnefit in a
manner other than in writing, then the person meglio obtains consumer consent pursuant to 9 \B$/&2480e and
24809 shall obtain said consent in writing or ia #ame manner in which the consumer made the afiphoor re-

quest. The terms of this rule apply whether thesaarer or the person required obtaining consumesestrinitiates
the transaction.

B) Consumer consent required pursuant to 9 V.8.82480e and 24809 shall be deemed to have teaimed in writ-
ing if, after a clear and adequate written disalesaf the circumstances under which a credit repocredit reports
may be obtained and the purposes for which thetargabrt or credit reports may be obtained, thescmner indi-
cated his or her consent by providing his or hgnature.

C) The fact that a clear and adequate writteseoiform is signed by the consumer after the aoes's credit report
has been obtained pursuant to some other formarefent shall not affect the validity of the earensent.
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FCRA Requirements and Access Security Requirements

l, , have rehd@mowledge all my responsi-
bilities under the “FCRA Requirements” and AccessBity Requirements” included in
the Orca Information application documents and ialile all reasonable measures to en-
force them within my facility.

Company Name:

Signed:
Dated:

The security requirements on the Orca Informatiatessing system use multifactor au-
thentication. This means that multiple factorsused to verify identity before granting ac-
cess to the system. Orca Information will provide yvith a username and password but an
IP address is also required to be on file. You méléd to provide this (go to
www.whatismyipaddress.com to find you IP addressghch device you would like to en-
able to for use on the system (i.e. Desktop, lapgsopartphone, etc.). Please include all
relevant IP addresses for your account below:

IP Addresses:
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Glossary of Security Terms

Term

Definition

Computer Virus

A computer virus is a self-replicating computesgnam that alters the way
a computer operates without the knowledge of tlee. Ustrue virus repli-
cates and executes itself. While viruses can beayesl by destroying data,
for example, some viruses are merely annoying.

Confidential Very sensitive information. Disclosure could achety impact your com-
pany.
Encryption Encryption is the process of obscuring informatomake it unreadable
without special knowledge.
Firewall In computer science , a firewall is a piece of gk and/or software which

functions in a networked environment to preventutinarized external access
and some communications forbidden by the secualigy similar to the
function of firewalls in building construction. Thitimate goal is to provide
controlled connectivity between zones of differingst levels through the
enforcement of a security policy and connectivitydal based on the least
privilege principle.

Information Life-

(Or Data Lifecycle) is a management program thaswters the value of the

cycle information being stored over a period of timee tost of its storage, its
need availability for use by authorized users, thedperiod of time for
which it must be retained.
IP Address A unique number that devices use in order to idgathd communicate with

each other on a computer network utilizing therime¢ Protocol standard
(IP). Any All Participating network devices

-including routers, computers, time-servers, prajteternetfax machines,
and some telephones.

-must hav its own unique IP address. Just as d@sett address and phone
number uniquely identifies a building or telephpaed IP address can
uniquely identify a specific computer or other netkvdevice on a network.
It is important to keep you IP address secure ekdna can gain control of
your devices and possibly launch and attack onratéeices.

Peer-to-Peer

A type of communication found in a system that uagsred protocols. Pee
to-peer networking is the protocol often used &producing and distributing
music without permission.

Router

A router is a computer

Spyware

Spyware refers to a broad category of maliciousasoe designed to inter-
cept or take partial control of a computer’s operatvithout the consent of
that machine’s owner or user. Spyware is a tyggadgram that watches
what users do with computers and then send infoomatver the internet.
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SSID Part of the Wi-Fi wireless lan, a service set idemt(SSID) is a code that
identifies each packet as part of that network.elgss devices that commu-
nicate with each other share the same SSID

Subscriber Code | Your seven digit credit reporting agency accoumhbar

WEP Encryption

(Wired Equivalent Privacy) A part of a wirelesswetking standard in-
tended to provide secure communication. The lotigeekey used, the
stronger the encryption will be. Older technologgching its end of life.

WPA (Wi-Fi Protected Access) A part of a wireless netimy standard that pro-
vides stronger authentication and more secure canuaons. Replaces
WEP. Uses dynamic key encryption verses static EPWkey in constantly
changing and thus more difficult to break than WEP)
Signed

Printed Name

Title

Date
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User Security

Appendix “C”

Access Security Requirements

Due to heightened Security conditions associaték huternet access and connectivity, Client mustago the following
stipulations. 1) Client understands that the Usemand password provided by ORCA Information, kecuse their Internet
based Access; and that the security of this adsegsarded by their Windows login password. Cligrtees to keep this
access secure by keeping their login informatiovape. 2) Client agrees that after using ORCA Infation, Inc Internet
access Client will logoff. Client agrees to abidetie terms and conditions stated herein.

It is a requirement that all end users (Clients) the precautions to secure any system or devise usedaccess con-
sumer credit information to that end, the followingrequirements have been established.

A) Implement Strong Access Control Measures

1.

2.

10.

11.
12.

13.

14.

15.

Client will not provide any Subscriber Coadesany Username information or passwords to anyone.
The Date Providers will never contact the Clierd aeuest the Subscriber Code number or password.
Proprietary or third party system accessnsarft must have Subscriber Codes and password@rhid
or embedded. Account numbers and passwords shewddwn to only supervisory personnel.

Client must request that Subscriber Codewaisl be changed immediately when:

i. Any system access software is replaced bytemaystem access software or is no longer used.

ii. The hardware on which the software residagigraded, changed or disposed of
Protect Subscriber Code(s) and password(gjas@nly key personnel know this sensitive infarm
tion. Unauthorized personnel should not have kndgdeof your Subscriber Code(s) and password(s).
Create a separate, unique user ID fro eaghtagnable individual authentication and accduitita
for access to ORCA's infrastructure. Each usehefdystem access software must also have a unique
logon password.

Ensure that user ID’s are not shared andnin@eer-to-Peer file sharing is enabled on thesesu
profiles.

Keep user passwords confidential.

Develop strong passwords that are:

i. Not easily guessable (e.g. your name or compame, repeating numbers and letters or con-

secutive numbers and letters);

ii. Contain a minimum of eight (8) alpha/numerfacacters for standard user accounts
Implement password protected screensavehsanitaximum fifteen (15) minute timeout to protect
unattended workstations.

Active logins to credit information systemssnhe configured with a 30-minute inactive session,
timeout.

Restrict the number of key personnel who feoeess to credit information.

Ensure that personnel who are authorized a¢oagedit information have a business need tesscc
such information and understand these requirentergiscess such information are only for the per-
missible purposes listed in the Permissible Purpafsemation section of the ORCA Application for
Service and the Client Service Agreement.

Ensure that Client and Client’'s employees atoaccess their own consumer reports or those tepbr
any family member(s) or friend(s) unless it is amoection with a credit transaction or for another
permissible purpose.

Implement a process to terminate accessinghediately for users who access ORCA information
when those users are terminated or when they hakiaraye in their job tasks and no longer require
access consumer information.

After normal business hours, turn off ancklalt devices or systems used to obtain consunfier-in
mation.
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16. Implement physical security controls to prewemauthorized entry to Client’s facility and

access to systems used to obtain consumer repamtiation.

B. Maintain a Vulnerability Management Program

1.

2.

4.

Keep operation systems(s), firewalls, routeesvers, personal computers (laptop and desk-
top) and all other systems current with approprgstem patches and update.

Configure infrastructure such as Firewallsutrs, personal computers, and similar compo-
nents to industry best security practices, inclgdiisabling unnecessary services or fea-
tures, removing or changing default passwords, hésae’s and sample files/programs, and
enabling the most secure configuration features/tdd unnecessary risks.

Implement and follow current best securitggbices for computer virus detection scanning
services and procedures:

i. Use, implement and maintain a curreatmmercially available computers,
systems and networks.

ii. If you suspect an actual or potentialis, immediately cease accessing the
system and do not resume the inquire processthetitirus has been elimi-
nated.

iii. On a weekly basis at a minimum, keepi-virus software up-to-date by
vigilantly checking or configuring auto updates anstalling new virus
definition files.

Implement and follow current best securitggtices for computer anti-spyware scanning
services and procedures’

1. Use, implement and maintain a current, commercially available
computer anti-spyware scanning product on all computers, sys-
tems and networks.

ii. If you suspect actual or potentigyware, immediately cease accessing the
system and do not resume the inquiry process tinatibroblem has been
resolved and eliminated.

iii. Run a secondary anti-spyware scamugmmpletion of the first scan to en-
sure all spyware has been removed from your conmgpute

iv. Keep anti-spyware software up-to-dajevigilantly checking or configuring
auto updates and installing new anti-spyware déafimifiles weekly, at a
minimum. If your company’s computers have unfiltbor unblocked access
to the internet (which prevents access to some krwblematic sites),
then it is recommended that anti-spyware scan®bgleted more fre-
quently than weekly.

C. Protect Data

1.

5.

Develop and follow procedures to ensure dlagd is protected throughout its entire informa-
tion lifecycle (from creation, transformation, uségrage and secure destruction) regardless
of the media used to store the date (e.g. tapl, pligper, etc.).

All information provided by the Data Provides classified as confidential and must be se-
cured to this requirement at a minimum.

Procedures for transmission, disclosureagmrdestruction and any other information mo-
dalities or media should address all aspects dlifémycle of the information.

Encrypt all ORCA data and information wheoretl on any laptop computer and in the da-
tabase using AES or .3DES with 128-bit key encoypit a minimum.

Only open e-mail attachments and links ftaisted sources and after verifying legitimacy.

D. Maintain an Information Security Policy

1.

2.

Develop and follow a security plan to protihet confidentiality and integrity of the personal
consumer information as required under the GLB @aied Rule.

Establish processes and procedures for rdsmpto security violations, unusual or suspi-
cious events and similar incidents to limit damagenauthorized access to information
assets and to permit identification and prosecutioriolators.

The FCRA Policy requires that you implemepprapriate measures to dispose of any sensi-
tive information related to consumer credit repars records that will protect against un-
authorized access or use of that information.

Implement and maintain ongoing mandatoryisctraining and awareness sessions for all
staff to underscore the importance 2#|security witfour organization.



E. Build and Maintain a Secure Network

1.

2.

Protect Internet Connection with dedicatadustry-recognized firewalls that are configured
and managed using industry best security practices.

Internal private Internet Protocol (IP) adades must not be publicly accessible or natively
routed to the Internet. Network Address Transla{ldAT) technology should be used.
Administrative access to firewalls and seswaust be performed through a secure internal
wired connection only.

Any stand alone computers that directly a&thes internet must have a desktop firewall de-
pleted that is installed and configured to blockeressary/unused ports, services and network
traffic.

Encrypt Wireless access points with a mininafWEP 128 bit encryption and/or WPA en-
cryption where available.

Disable vendor default passwords, servicédeettifier and IP Addresses on wireless access
points and restrict authentication on the confitjaraof the access point.

F.  Regularly Monitor and Test Networks

1.

2.

Perform regular tests on information systémest scanning, virus scanning, vulnerability scan-
ning).
Use current best practices to protect ydectanmunications systems and any computer system
or network device(s) you use to provide serviceslmader to access ORCA systems and net-
works. These controls should be selected and ingriéed to reduce the risk of infiltration,
hacking, access to penetration or exposure to antharized third party by:

i. Protecting against intrusions;

ii. Securing the computer systems and networkcdsy

iii. And protecting against intrusions of operatisystems or software.

G. Unauthorized Access

1.

2.

In the event of an unauthorized access thvdrbe a thorough investigation as to the root
cause; Client agrees to help facilitate the ingasidn fully.

Once the cause of the unauthorized accektasmined, Client may be required to assume re-
sponsibility for costs associated with the unauteal access and additional conditions may be
established in order for Orca to continue to prev@bnsumer Reports to Client.

Signature Signature

Print Name Print Name
Title Title
Date Date
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Orca’s Reports
Circle the report you will be requesting.

Type of Report Turn Around (business hours)

Co-Signer 1 to 2 hours
* Includes credit report or identity search, and ewplent verification.

Mini (Top Sellerh) 1to 2 hours
* Includes credit report, or identity search name @adial Security verification, court records
and Washington State sex offender check.

Super Mini 1to 2 hours
* Includes credit report or identity search, name &adial Security verification, court records,
Washington State sex offender check and curretdlrezference.

Orca Report 4 hours

* Includes credit report or identity search, coucores, Washington State sex offender check,
current and previous references (with three atteroply), and current employment verifica-
tion.

Killer Whale 4 hours

* Includes credit report or identity search, name @adial Security verification, court records,
Washington State sex offender check, current aediquis rental references, current employ-
ment verification, undisclosed address verificatowl bank verification.

Commercial Report 6 to 8 hours

* Includes credit report or identity search, name @adial Security verification, court records,
current and previous rental references and vetidicaof all bank and trade references listed
on the application.

+ Additional Searches Available *
* Reports mailed to clients - additional $5.00
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Orca’'s Employment Reports
Employment Screening Reports Require Separate MaimpaPacket

Employment Mini 2 to 4 hours
* Includes credit report or identity search, name &adial Security verification, court records
and sex offender check.

Employment Full Background 24 hours

With driving records

* Includes credit report or identity search, name &@adial Security verification, court records,
current and previous employment verifications, adion verification and sex offender
check.

Education Verification
» Confirmation of the subject’s claimed educationa@dentials (college, professional, doctor-
ate, or technical degrees). Search confirms higtexgee completed or enrolled.

Driving Record (MVR) Turn-around times vary.
* Al 50 States available.

Additional Searches Available: Terrorist, etc.
Customized Reports Available
Reports mailed to clients - additional $5.00
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Sample Letter of Intent
(On your company letterhead)

Date

Orca Information, Inc.
PO Box 277
Anacortes, WA 98221

RE: Letter of Intent

To Whom It May Concern:

| am the property manager for ABC Rental ManagementCompany and use nationwide
information for Consumer Reports in connection witha Tenant Screening application. |

manage units/buildingghe area and
anticipate using your services on a regular basis.

Sincerely,

Susie Q
Property Manager (officer, owner or authorized manayer)
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I'Cal

Information

Forms You May Want to Use
In the Tenant Screening Process
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Consumer’s Rights
FCRA Amendment — Section 615
Name:
Address:
City: State:  Zip Code:

This notice is to inform you that your applicatibas been:
___ Rejected

Approved with conditions
Residency requires an increased security depos Residency requires last month’s rent
Residency requires a qualified guarantor esidency requires an increased monthly rent of $
Other

Adverse action on your application was based oriath@wing:
____Information contained in a consumer credit report.
____The consumer report did not contain sufficient rnfation.
____Information received in a criminal record.

____Information received in a civil record.

____Information received from an employment verificatio

____Information received from previous rental historyreference.
Other

A copy of A Summary of Your Rights Under the Fair Credit Reporting Act is included with this notice.

The company below only provided information abootiyhistory and took no part in making the decidimneject your rental application
and is unable to supply you with specific reasohy the decision was made. You have a right undefFtir Credit Reporting Act to know
the information contained in your credit file aetbonsumer-reporting agency. You have a rightfte@copy of your report from the re-
porting agency, if you request it no later thard@@s after you receive this notice. In additiorydfi find that any information contained in
the report you receive is inaccurate or incomplgte, have the right to dispute the matter withréygorting agency.

Credit Information: TransUnion Consumer Relations, 2 Baldwin Place B8® 1000, Chester, PA 19022. Phone: 800-888-4213.
www.transunion.com/myoptions

Criminal, Civil and Rental History: Orca Informati on, Inc., PO Box 277, Anacortes, WA 9822Phone: 800-341-0022.
orca@orcainfo-com.comr www.orcainformation.com

Credit Score Disclosure
____We did not receive a credit score.
____We obtained a copy of your credit score from Tramisd Consumer Relations, 2 Baldwin Place, PO Bd3010
Chester, PA 19022. Phone: 800-888-4248w.transunion.com/myoptions

Your credit score is a number that reflects therimiation in your credit report. Your credit scoen@hange, depending on how the

information in your credit report changes. Yourditscore was . Scores rangedronv of 150 to a high of
950. Key factors that adversely affected your dreciore:
Failure to make payments on time Limited credit experience
Recent collection action or judgment Foreclosure or repossession
Too many credit inquiries
Other
DATED this day of , 20
AGENT/OWNER Signature AGENT/OWNER Signee

Para information en espafiol, visite www.ftc.gov/crait o escribe a la FTC Consumer Response Center, Bim 130-A 600
Pennsylvania Ave. N. W., Washington, D. C. 20580.
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A Summary of Your Rights Under the Fair Credit Reporting Act

The Federal Fair Credit Reporting Act (FCRA) isigasd to promote accuracy, fairness, and privadpfofmation in the files of
every “consumer reporting agency” (CRA). Most CRaks credit bureaus that gather and sell informadtoout you -- such as if

you pay your bills on time or have filed bankrupteyo creditors, employers, landlords, and othesifiesses. You can find the com-
plete text of the FCRA 15 U.S.C. 1681-1681u, atibderal Trade Commission’s web site (http://wwevgv). The FCRA gives
you specific rights, as outlined below. You may &additional rights under state law. You may corndgastate or local consumer
protection agency or a state attorney generalamlthose rights.

You must be told if information in your file has been used against youAnyone who uses information from a CRA to takgaac
against you -- such as denying an application fedit, insurance, or employment -- must tell youg give you the name, address,
and phone number of the CRA that provided the coesueport.

You can find out what is in your file. At your request, a CRA must give you the informatiio your file, and a list of everyone who
has requested it recently. There is no chargehfordport if a person has taken action againstpmause of information supplied by
the CRA, if you request the report within 60 dafsezeiving notice of the action. You also are #ati to one free report every
twelve months upon request if you certify thaty@y are unemployed and plan to seek employmenim@d days, (2) you are on
welfare, or (3) your report is inaccurate due auit. Otherwise, a CRA may charge you up to eigh&ido

You can dispute inaccurate information with the CRA If you tell a CRA that your file contains inacete information, the CRA
must investigate the items (usually within 30 ddygpresenting to its information source all relgvavidence you submit, unless
your dispute is frivolous. The source must reviemryevidence and report its findings to the CRAdBource also must advise
national CRAs -- to which it has provided the dataf any error) The CRA must give you a writtepag of the investigation, and a
copy of your report if the investigation resultsaimy change. If the CRA’s investigation does nebhee the dispute, you may add a
brief statement to your file. The CRA must normafiglude a summary of your statement in future respdf an item is deleted or a
dispute statement is filed, you may ask that anyein@ has recently received your report be notiiéthe change.

Inaccurate information must be corrected or deletedA CRA must remove or correct inaccurate or urfigiinformation from

its files, usually within 30 days after you dispiiteHowever, the CRA is not required to remove accuratelata from your file
unless it is outdated (as described below) or canhbe verified. If your dispute results in any change to your répbe CRA can-
not reinsert into your file a disputed item unléss information source verifies its accuracy anchpleteness. In addition, the CRA
must give you a written notice telling you it hagnserted the item. The notice must include theeyarddress and phone number of
the information source.

You can dispute inaccurate items with the source dhe information. If you tell anyone -- such as a creditor who repto a
CRA -- that you dispute an item, they may not thegport the information to a CRA without includingnatice of your dispute. In
addition, once you've naotified the source of th@ein writing, it may not continue to report th&drmation if it is, in fact, an error.

Outdated information may not be reported In most cases, a CRA may not report negativeinddion that is more than seven
years old; ten years for bankruptcies.

Access to your file is limited A CRA may provide information about you only tegple with a need recognized by the FCRA --
usually to consider an application with a creditnsurer, employer, landlord, or other business.

Your consent is required for reports that are provided to employers, or reports that contain medicalnformation. A CRA may
not give out information about you to your emplqyarprospective employer, without your written sent. A CRA may not report
medical information about you to creditors, insar@r employers without your permission.

You may choose to exclude your name from CRA lister unsolicited credit and insurance offers Creditors and insurers may
use file information as the basis for sending yosalicited offers of credit or insurance. Such ffsust include a toll-free number
for you to call if you want your name and addresaaved from future lists. If you call, you musthept off the lists for two years.
If you request, complete, and return the CRA forowvjled for this purpose, you must be taken offltbts indefinitely.

You may seek damages from violatordf a CRA, a user or (in some cases) a provideZRA data, violates the FCRA, you may
sue them in state or federal court.
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The FCRA gives several different federal agencigbarity to enforce the FCRA:

FOR QUESTIONS OR CONCERNS REGARDING:

PLEASE CONTACT:

CRAs, creditors and others not listed below

Federal Trade Commission
Consumer Response Center - FCRA
Washington, DC 20580 202-326-3761

bank’s name)

National banks, federal branches/agencies of fareamnks
(word “National” or initials “N.A.” appear in or &dr

Office of the Comptroller of the Currency
Compliance Management, Mail Stop 6-6
Washington, DC 20219 800-613-6743

Federal Reserve System member banks (except nationf Federal Reserve Board
banks, and federal branches/agencies of foreigkshan

Division of Consumer & Community Affairs
Washington, DC 20551 202-452-3693

institution’s name)

Savings associations and federally chartered saviagks
(word “Federal” or initials “F.S.B.” appear in fadéd

Office of Thrift Supervision
Consumer Programs
Washington, DC 20552 800-842-6929

Federal credit unions

name)

(words “Federal Credit Union” appear in institution

National Credit Union Administration
1775 Duke Street
Alexandria, VA 22314 703-518-6360

Reserve System

State chartered banks that are not members ofetier&l

Federal Deposit Insurance Corporation
Division of Compliance & Consumer Affairs
Washington, DC 20429 800-934-FDIC

Commission

Air, surface, or rail common carriers regulatedfidnyner
Civil Aeronautics Board or Interstate Commerce

Department of Transportation
Office of Financial Management
Washington, DC 20590 202-366-1306

Activities subject to the Packers and Stockyards 2e21

Department of Agriculture
Office of Deputy Administrator - GIPSA
Washington, DC 20250 202-720-7051
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TENANT SELECTION POLICY

SCORING: Each applicant’s screening report shall be revied@dthree types of adverse information:;
NEGATIVES, TERMINALS andREQUIREMENTS. If THREE or moreNEGATIVE items are found in a report,
with no extenuating circumstances (example: temydoss of job, medical reasons, family emergenci¢s.), the
applicant will be denied.
NEGATIVES: The following items shall be considerechegative items:

Any two credit accounts that have been rR@2¢30 — 59 days late) in the last seven years

Any credit account that has been rated R6+Hays late) in the last seven years.

Any two credit account charge off, dischdr@hapter 13 Bankruptcy, vehicle repossession,dieany un-
paid civil judgment in the last seven years.

Any rental reference that includes more théate payment or shows more than 1 NSF check
Any instance of unauthorized pets or persongpying a unit rented to the applicant.
Any instance of improper or lack of IntemMacate notice and/or lease broken by the apglican

Any employment situation which is temporiarpature.

TERMINALS: The following items shall be consideredterminal and sufficient to decline application
______ Any OPEN bankruptcy

Any unpaid apartment collection, negativeakOR incomplete reference

Any eviction or Unlawful Detainer action &dany current 3-Day or 10-Day Notice

Any income level or combined income levethi@ case of co-applicants, which does not meettheme
requirements.

Any conviction for the selling of drugs arsgession of drugs with intent to sell, or any éction for con-
tributing to the delinquency of a minor

Any registered or unregistered sex offender.
Any history of disruptive, malicious, viotdsehavior and/or more than 2 convictions of Doieédinlence.

Any false or misleading information providey the applicant on the written application or ssivn of a
material fact.

A total of $400 or more in unpaid collection the last 7 years

Any criminal conviction which involves thelburglary, robbery, serious offense, or a crifeiolence as
defined in RCW9.41.010

REQUIREMENTS: 12 months of verifiable RENTAL HISTO RY. Failure to provide rental history will re-
sult in a terminal.
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